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Here is the formal abstract

Managing today’s complex server environments, networks and IT infrastructures is 
challenging. Most organizations have tools and disciplines in place to provide basic 
availability management including hardware and software monitoring capabilities. 
However, your organization may not have the skills or time to support and implement 
notification handling, performance and capacity management, security management, 
configuration management and automation. With the pressure to do more with less, 
how can you balance the need to drive down costs and also improve delivery of 
system administration, information access, remote access and problem and change 
management?

Our speaker will survey the challenges and solutions for effective management of your 
server infrastructures and network devices. He will discuss important disciplines 
such as availability management and the tools you need to support a complex IT 
environment. The use of outsourcing and managed services is suggested as a 
strategic way to drive efficiency and create business value. Our speaker will provide 
us with a methodology to evaluate and improve your in-house handling of 
infrastructure management or to evaluate potential services providers.
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Topics are cover in five areas plus 
appendixes

1. Understand key challenges of infrastructure 
management

2. Plan for effective infrastructure management focused 
on eight main challenges

3. Focus on service areas of growing importance
4. Considerations for managed services
5. Closing Ideas
Appendixes: 
(1) Infrastructure management checklist 
(2) Can we look to ITIL V3 for structured help? 
(3) Research questions to inspire your own inquiry and reading
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Today’s heterogeneous computing 
environments have incredible richness

Many kinds of servers with great 
operating system functionality

Diverse network capabilities with 
significant bandwidth and 
functionality

Middleware that makes it possible to 
do new and innovative functions at 
the same time integrating what has 
been built over the last 30 years

Applications* that can do almost 
anything using ubiquitous browsers 
on desktops as well as a variety of 
mobile devices

*See: Baird, S (2008) for an interesting discussion of The Heterogeneous World of 
Proprietary and Open-Source Software. This is one example of the rich literature in 
this area.
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If it is so great, why does it require 
management?

Description: Broadly Heterogeneous

Tactics: Monitoring and Management
Source: Software and hardware service layers in distributed 
systems (Coulouris, Dollimore, & Kindberg, 2005)

Platform

Characteristics

 Many moving 
parts

 Multiple suppliers

 Different 
implementation 
approaches 

 Integration is a 
common work 
effort

In short, diverse components are not often architected as a 
system ...
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What about enterprise architecture as an 
integration tactic?

Definition - Enterprise 
architecture is about 
understanding all the different 
elements that go to make up 
the enterprise and how those 
elements interrelate.

The Open Group

Motivation - creates high-level 
order, in-scope and out-of-
scope awareness, semi-
automatic interoperability, and 
cost containment through 
management of skills.

Source: Enterprise Architecture Validation. (Schekkerman, J. 
2004)
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The rich functionality in heterogeneous 
computing can bring many management 
challenges

1. Incidents and problems

5. Impact of change  

3. Security-related challenges

7. New and challenging technologies

6. Infrastructure software maintenance

2. Awareness of status and trends

8. Having tools to do the job

4. Speed of deployment and support

Source: Gulla, J. (2008). IDC’s Managed Services and Outsourcing 
2008 event, November 25, 2008, Dublin Ireland.
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Advanced management is often required to 
meet these challenges

Collect data that can be transformed into information upon 
which to make decisions about availability, problem, change, 
performance, and other management processes.

Data-oriented

Manage incidents, problems, and changes with rigor and utilize 
a service-level agreement to keep controls on the service, andControlled

Fix problems when they can, in real time, or leave behind 
significant details to help the human fix the problem later,Proactive

Look for messages that warn of a future problem and fix it in 
advance of the problem actually happening,Predictive

Are active in that they deploy best-of-breed monitors to sample 
for problems and passive in that they examine for messages 
that indicate a problem then take action,

Aware

Characteristics                     Behaviors

Source: Gulla, J. (2009). Gaining Access to Advanced Management 
with Remote Management Services. itSMF event on July 23, 2009.
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Second topic area

1. Understand key challenges of infrastructure 
management

2. Plan for effective infrastructure management 
focused on eight main challenges

3. Focus on service areas of growing importance
4. Considerations for managed services
5. Closing Ideas
Appendixes: 
(1) Infrastructure management checklist 
(2) Can we look to ITIL V3 for structured help? 
(3) Research questions to inspire your own inquiry and reading
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How should we meet the challenge of detecting 
and handling incidents and problems?

Incidents and ProblemsIncidents and Problems

1. Monitor to
detect

2. Automate 
incident 
handling

3. Anticipate 
and correct 
problems

4. Provide support 
for System 

Administrators

6. Utilize severity-
based personnel 

deployment

5. Employ 
Service-
Level 
Agreements

7. Handle problem 
rigorously

Source: Decomposed elements of the RMIS service product
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How can we handle changes with minimal 
impact on availability?

Lessen the burden of change2. Use a software tool that facilitates the process 
including required artifacts, teamwork, and 
approval.

Specialization ensures higher 
success rate

5. Consider the use of a specially-skilled change 
manager to benefit from experiences learned 
from previous changes.

Testing helps to ensure success; 
Back-out procedure minimizes the 
impact of failed changes

4. Test changes and prepare back out activities 
to be used in the event of a failed change to 
restore the system to its previous condition.

Encourage careful planning3. Prepare for change by planning activities and 
estimating time required for time-window 
activities.

Build teamwork and give proper 
focus

1. Have the team members participate in 
change-management planning meetings on the 
required frequency.

RationaleTactics

Source: Gulla, J. (2008). IDC’s Managed Services and Outsourcing 
2008 event, November 25, 2008, Dublin Ireland.



12

What are the effective ways to prevent 
security problems?

Utilize industry standard 
information security controls

Perform security remediation for servers 
and other infrastructure devices

Perform analysis during the on-going support 
period to regularly look for security exposures

Report monthly on key security attributes

Reach agreement 
and implement 
security variables 
like password length 
and update 
frequency; timing of 
periodic 
employment 
verification; and use 
of software security 
delegation

International Organization for 
Standardization (ISO) IEC 27002 
2005*

*See: http://www.praxiom.com/iso-17799-intro.htm for a brief 
introduction to this standard
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How do we meet the challenge of effectively 
using emerging or challenging 
technologies?

Goal – give the 
proper focus to 
emerging and 
challenging 
technologies.

Expected result is  
sustained 
benefits from 
the use of this 
technology.

Value - lower 
costs, higher 
application 
availability, and 
improved 
business 
flexibility as 
compared to 
previous 
technology 
approaches. 

Examples

1. Embrace 
virtualization and 
related productivity 
features.

Article: What’s next for 
Virtualization? (see additional 
reading)

2. Sustain use of high-
availability software.  

Book chapter: High Availability. 
(see additional reading)

Source: Gulla, J. (2008). IDC’s Managed Services and Outsourcing 
2008 event, November 25, 2008, Dublin Ireland.
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How do we handle the challenge of 
maintaining server software and firmware?

Balanced 
collection of 
proactive and 
reactive 
activities

Systems are 
properly set 
up, proactively 
monitored, 
and managed 

Resulting is 
fewer 
problems and 
higher 
availability

Set up servers, process 
sequence and priority, 
with monitoring and 
management
software

Manage including 
configuration support,
patching, security 
management, and 
support for HA 
and virtualization

Set up

Run Source: Gulla, J. (2008). IDC’s Managed Services and Outsourcing 
2008 event, November 25, 2008, Dublin Ireland.
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How do we go about providing status and 
trends?

Source:  IBM Remote Managed Infrastructure Service Portal
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Why is having the right tools for the job 
important?

3. Integration of human and supporting 
software (tactics)

•Do it for them
•Help them do it 
•Both at the same time (mixed)

2. Scope of responsibility
•Monitor-only 
•Manage

1. Specialization of human 
•Network device or application support 
(interactive)
•Performance and capacity (reflective)

Source: Gulla developed this three-part view
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Tool example – network device monitoring

Source: Snappimon view for IBM Remote Managed Infrastructure 
Service Product
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Tool example – OS or application debugging

Source: TEPS view for IBM Tivoli Live Monitoring Service Product
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Tool example – performance and capacity

Source: SRM view for IBM Remote Managed Infrastructure 
Service Product
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What is the relationship between activities 
and tools?

SnappimonNetwork device management

ManageNow over eESMProblem and change management

RemotelyAnywhere and Open SSH Remote access

Parity and EnVisionAutomation

IBM Services Connection PortalInformation access

Service Delivery Portal and Knowledge BaseSystem Administration 

CM Integrator (CMI) Configuration Management

Fusion Security Management
Server Resource Management (SRM)Performance and Capacity management

TelAlertNotification handling

IBM Tivoli MonitoringSoftware monitoring of resources

NetViewBasic availability management

Tool ExampleActivity or discipline

Source: IBM Remote Managed Infrastructure Service Product
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What is the relationship between deployment 
tactics and tools?

IBM Tivoli Monitoring for Virtual Servers 
Agents including VM Ware VI and Citrix

Virtualization-support agents

ITM for Microsoft Applications Agent for: 
• Exchange
• SQL 
• MSVS
• Hyper-V
• Active Directory
• Cluster Server 
• .NET Framework 
• SharePoint
• Biztalk
• IIS

Application monitoring agents

IBM Tivoli Agentless Monitoring for: 
• HP-UX Operating System
• AIX Operating System
• Linux Operating System
• Solaris Operating System
• Windows Operating System

Agentless OS Monitoring

Tool ExampleTactic and Target

Source: IBM Tivoli Live Service Product
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Speed and support--how is it achieved?

3

Integrated Technology Delivery

Recovery Management Process

1. Rapid setup with pre-built plans

2. On-going support using well-
established and proven processes

Plan

Process

Source: IBM Remote Managed Infrastructure Service Product
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Third topic area

1. Understand key challenges of infrastructure 
management

2. Plan for effective infrastructure management focused on 
eight main challenges

3. Focus on service areas of growing importance
4. Considerations for managed services
5. Closing Ideas
Appendixes: 
(1) Infrastructure management checklist 
(2) Can we look to ITIL V3 for structured help? 
(3) Research questions to inspire your own inquiry and reading
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Service areas of growing importance

Stress tests scripts may be able to be used for low 
intensity user-experience testing.

4. Multi-use testing 

Why?What?

Proactive scanning creates an independent 
security input on internal and external exposures.

3. Independent view of security

Consolidating workloads using fewer tools can 
lower costs and increases predictability.

5. Consolidation of backup and 
recovery workloads

Consolidating workloads into an cross-platform tool 
lowers costs and increases predictability.

2. Management of non-interactive 
workloads

Organizing support personnel around the 
competency allows more focused and standard 
support. Resource sharing can help multiple 
applications. 

1. Database and middleware 
support

Source: Gulla recent experience as an IT Specialist
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Fourth topic area

1. Understand key challenges of infrastructure 
management

2. Plan for effective infrastructure management focused 
on eight main challenges

3. Focus on service areas of growing importance
4. Considerations for managed services
5. Closing Ideas
Appendixes: 
(1) Infrastructure management checklist 
(2) Can we look to ITIL V3 for structured help? 
(3) Research questions to inspire your own inquiry and reading
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1. Skills and experience: Strong providers have a broad and deep 
skills base needed to support the heterogeneous computing 
environment.  

2. Continuous support: Strong providers have flexible 24*7 service 
options. 

3. Lower operational costs: Strong providers offer a low cost for a 
high level of service often using offshore resources. 

The other message is realign your key resources. Strong providers 
offer the opportunity to redeploy your key human resources to 
more strategic activities as compared to maintaining existing 
systems. 

The use of managed service providers is 
a strategic way to drive efficiency and to 
create business value. Why?
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Fifth topic area

1. Understand key challenges of infrastructure 
management

2. Plan for effective infrastructure management focused 
on eight main challenges

3. Focus on service areas of growing importance
4. Considerations for managed services
5. Closing Ideas
Appendixes: 
(1) Infrastructure management checklist 
(2) Can we look to ITIL V3 for structured help? 
(3) Research questions to inspire your own inquiry and reading



28

How can you achieve balance with 
infrastructure management? What are some 
guiding ideas?

1. Minimize transformation by utilizing an 
Enterprise Architecture

2. Support assets anywhere

3. Scalability

4. Affordable and advanced

5. Balance between people and automation

6. Fast implementation with sustained support

7. Choices and flexibility--a continuum with 
options

8. Operational efficiency

9. Technical compliance

10. Uninterrupted services

Source: Gulla developed this ten-part view
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Additional Reading

1. Detecting and handling incidents and problems
Information Technology Infrastructure Library - http://en.wikipedia.org/wiki/Information_Technology_Infrastructure_Library from 

Wikipedia accessed June 2010

2. Handling changes with minimal impact on availability
The Business Impact of Change Management - http://gbr.pepperdine.edu/063/change.html from Graziadio Business Report accessed 

June 2010

3. Preventing security problems
- Information Security Incident Management (ISO 13) -

https://wiki.internet2.edu/confluence/display/itsg2/Information+Security+Incident+Management+(ISO+13) from Information Security 
Guide: Effective Practices and Solutions for Higher Education assessed June 2010

- Incident Management - https://buildsecurityin.us-cert.gov/bsi/articles/best-practices/incident/223-BSI.html from Build Security In accessed 
June 2010

4. Using emerging or challenging technologies effectively
- Virtualization 
http://virtualizationreview.com from How do you guys keep up assessed July 2010
http://virtualizationreview.com/articles/2010/06/01/whats-next-for-virtualization.aspx from What’s Next for Virtualization? Accessed on July 

27, 2010 
- High Availability
http://software.intel.com from Keeping Up with Change in a Large Scale Linux Environment accessed July 2010
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/SambaHA.html#id2672152 from The Official Samba 3.5.x HOWTO and 

Reference Guide accessed on July 27, 2010. 
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Additional Reading

5. Maintaining server software and firmware
- Software - Testing and quality assurance for component-based software by Jerry Gao, H.-S. J. Tsao, Ye Wu 

(2003).
- Firmware - http://www.eetimes.com/discussion/break-point/4024917/Firmware-basics-for-the-boss from Firmware 

basics for the boss accessed July 2010

6. Having indicators of status and trends for specific infrastructure activities
Availability management - http://www.itlibrary.org/index.php?page=Availability_Management from ITIL –

Availability management accessed July 2010
Performance management - IT performance management by Peter Wiggers, Maritha De Boer-de Wit, Henk

Kok (2004).

7. Having the right tools for the job
Design - Designing the User Interface by Ben Shneiderman (1993).
Systems Management - Systems management for information technology and software engineering by Andrew 

Sage (1995).

8. Deploying infrastructure and tools rapidly with a proper level of ongoing management
Rapid deployment - http://tinobox.com/wordpress/smallbusiness/speed-of-implementation-the-1-principle-

determining-business-success/ from Speed of Implementation: The #1 principle determining business success 
accessed July 2010

Ongoing management - IT Service Management An Introduction. (2007). itSMF International.
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Back matter

1. Understand key challenges of infrastructure 
management

2. Plan for effective infrastructure management focused 
on eight main challenges

3. Focus on service areas of growing importance
4. Considerations for managed services
5. Closing Ideas
Appendixes: 
(1) Infrastructure management checklist 
(2) Can we look to ITIL V3 for structured help? 
(3) Research questions to inspire your own inquiry and reading



Appendix: Infrastructure 
Management Checklist
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Checklist for detecting and handling incidents 
and problems

Monitoring to detect incidents and problems?
 Using technology to automatically handle incidents, open problem records 

and assign priority?
 Using tools to anticipate and correct problems before they occur?
 Providing automated support for system administrator to resolve incidents and 

problems?
 Assigning support personnel based on the severity of the incident or problem?
 Using Service-level Agreements?
 Following rigorous problem handling and management steps to ensure 

effective problem resolution?
 Utilizing a specialized service manager and a multidisciplinary team as 

needed?
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Checklist for handling changes with minimal 
impact on availability 

 Implementing team participation in change-management planning?
 Using a software tool that facilitates the process including required artifacts, 

teamwork, and approval?
 Preparing for change by planning activities and estimating time required?
 Testing changes prior to their implementation and preparing backout activities 

in the event of a failed change?
 Using a skilled change manager to benefit from experience of previous 

changes?
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Checklist for preventing security problems

 Using information security controls based on an industry standard?
 Implementing key security variables such as password length and update 

frequency early in the process?
 Performing security remediation as required for servers and other devices?
 Looking for security exposures during the ongoing support period and 

specifying the frequency of these analyses?
 Reporting monthly on key security attributes and activities related to servers 

and other devices?
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Checklist for maintaining server software and 
firmware 

 Proactively administering servers as well as using monitoring software?
Managing server platform support activities like patching and log file 

maintenance?
 Performing server security administration for identity and access?
 Providing specific focus and support for virtualization?
 Providing high availability software support including periodic testing?
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Checklist for having flexible indicators of status 
and trends

 Posting reports on a portal for easy access?
 Providing tools that focus on server resource management and generate 

performance and capacity reports to analyze trends and manage security?
 Setting up a portal to enter problem records and change notifications?
 Providing links to other needed tools, portlets and services that support 

ongoing activities?
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Checklist for having precise tools for the job

 Support for availability management?
 Hardware monitoring?
 Software monitoring of key computer resources?
 Flexible notification handling?
 Support for performance and capacity management?
 Support for security management?
 Support for configuration management?
 Support for system administration?
 Easy access to information?
 Automation of routine processes?
 Standardized remote access?
 Support for problem and change management?
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Checklist for using emerging or challenging 
technologies effectively

 Focusing on skills support for virtual machines and logical partitions?
 Using change windows to make dynamic changes to production servers?
 Developing skills in a variety of high availability software like IBM HACMP 

and VMware HA?

Checklist for focusing on service areas of growing 
importance

 Use of planned batch processing?
 Use of technology to make best use of backup windows?
 Specialized support for middleware and database?



41

Checklist for deploying infrastructure and tools 
rapidly

 Use of a model project plan that is based on prebuilt components?
 Use of a project manager to ensure that your deployment goes smoothly?
 Use of a delivery architect?

Checklist for establishing a proper level of ongoing 
management

Well-defined ongoing support activities using desk procedures?
Use of a service delivery manager?
Use of security specialists, change managers and duty managers?



Appendix: Can we look to 
ITIL V3 for structured help?
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ITIL V3 Service Life Cycle Stages

Source:  http://itservicemngmt.blogspot.com/2007/07/itil-v3-
whats-new.html

1

2

3

4

5
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Service Strategy Stage

Purpose - “The service strategy of any service provider must be grounded upon 
a fundamental acknowledgement that its customers do not buy products, 
they buy the satisfaction of particular needs.”

Service Strategy is important as it sets out guidance to all IT service providers 
and their customers, to help them operate and thrive in the long term by 
building a clear service strategy. It is important to have a clear 
understanding of--

1. What services should be offered?
2. Who the services should be offered to?
3. How the customer(s) and stakeholders will perceive and measure value?
4. How this value will be created?
5. How service performance will be measured?

Source: An Introductory Overview of ITIL V3. (2007). Published by 
the IT Service Management Forum. 
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Service Design Stage

Purpose - “The Service Design is a stage within the overall service lifecycle and 
an important element within the business change process. Focus is—

The design of appropriate and innovative IT services, including their 
architectures, processes, policies and documentation, to meet current 
and future agreed business requirements.”

Selected main goals—

1. Design services to meet agreed business outcomes
2. Design processes to support the service lifecycle
3. Identify and manage risks
4. Design secure and resilient IT infrastructures, environments, applications 

and data/information resources and capability
Source: An Introductory Overview of ITIL V3. (2007). Published by 
the IT Service Management Forum. 
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Service Transition Stage

Purpose - “To deliver services that are required by the business into operational use. 
Service Transition delivers this by receiving the Service Design Package from the 
Service Design stage and delivering into the Operational stage every necessary 
element required for ongoing operation and support of that service.”

Within the Service Transition process set, some of the processes most important to Service 
Transition are--

The whole lifecycle processes are:
1. Change Management
2. Service Asset and Configuration Management
3. Knowledge Management

Processes focused on Service Transition are:
1. Transition Planning and Support
2. Release and Deployment Management
3. Service Validation and Testing
4. Evaluation

Source: An Introductory Overview of ITIL V3. (2007). Published by 
the IT Service Management Forum. 
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Service Operations Stage

Purpose – “Service Operation must deliver agreed levels of service to 
users and customers, and to manage the applications, technology 
and infrastructure that support delivery of the services. 

It is only during this stage of the lifecycle that services actually deliver 
value to the business, and it is the responsibility of Service Operation 
staff to ensure that this value is delivered.”

Key processes for Service Operation include--
1. Event Management Process
2. Incident Management Process
3. Request Fulfillment Process
4. Access Management Process
5. Problem Management Process

Source: An Introductory Overview of ITIL V3. (2007). Published by 
the IT Service Management Forum. 
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Continual Improvement Stage

Purpose - “Continual Service Improvement (CSI) is concerned with maintaining 
value for customers through the continual evaluation and improvement of the 
quality of services and the overall maturity of the ITSM service lifecycle and 
underlying processes.

CSI combines principles, practices and methods from quality management, 
Change Management and capability improvement, working to improve each 
stage in the service lifecycle, as well as the current services, processes, and 
related activities and technology.”

Source: An Introductory Overview of ITIL V3. (2007). Published by 
the IT Service Management Forum. 



Appendix: Research questions to 
inspire your own inquiry and 
reading
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Research Questions

1. Detecting and handling incidents and problems
• What is the impact of not detecting or noticing significant incidents and addressing them in a timely 

manner? 
• When patterns of incidents are not resolved in a problem context, what is the usual impact? 

2. Handling changes with minimal impact on availability
• What happens when changes fail--what is the business impact?
• What happens if a necessary rate of change is not sustained? What is the impact on the business? 

3. Preventing security problems
• What is the impact of the proactive monitoring to prevent security problems? 
• Does vulnerability scanning have a real impact on preventing security problems?
• What percentage of problems are detected through passive monitoring of systems? 

4. Using emerging or challenging technologies effectively
• What is the business justification to adopt emerging technology?
• What is the economic justification to continue to test and maintain technologies like replication and 

high availability software?
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Research Questions

5. Maintaining server software and firmware
• What are the biggest inhibitors to keeping software up to date?
• Why is it important, if at all, to keep firmware current?
• What are the current firmware update procedures?

6. Having indicators of status and trends for specific infrastructure activities
• Does traditional reporting, both real time and after-the-fact, have a true business impact?
• How useful is the ability to drill-down to gather detailed information about a server or network device?

7. Having the right tools for the job?
• What are the business consequence of having adequate software tooling?
• What percentage of software never gets deployed by the company who buys it?

8. Deploying infrastructure and tools rapidly with a proper level of ongoing management
• What is the economic benefit of rapid time to market?
• What is the payback, if any, to on-going service management?


